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Plan of this talk:
this introduction, with some de nitions

distinction between stochastic fault models and fault models for

human-sponsored faults

characterize human-sponsored faults in terms of attack potential and show why

hard intruders are applicable to high-consequence systems

construct some example attack-potential-based survivability models
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Some de nitions:

A high-consequence system includes resources or missions that could cause

serious harm to human beings, if there is a failure.

Serious harm includes not only physical injury but other kinds of harm including

loss of political freedom or nancial well-being.

Any large-scale information system that supports large numbers of human
beings (e.g. systems that support elections) is also high-consequence

because of the dif culty of making good after a failure.
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Some more de nitions: general dependability concepts from
Avizienis, Laprie, and Randell

Dependability of a computing system is the ability to deliver service that can

justi ab ly be trusted.

Failure is an event that occurs when the delivered service deviates from correct

service.
An error is that part of the system state that may cause a subsequent failure.

A fault is the adjudged or hypothesized cause of an error.

Security is dependability in the face of human-sponsored attacks.
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...and some more de nitions , from Powell, Stroud, et al.:

An attack is a malicious interaction fault aiming to intentionally violate one or

more security properties; an intrusion attempt via a vulnerability.

A vulnerability is an accidental fault or non-malicious intentional 2 fault, in the
requirements, speci cation, design, implementation, or con gur ation of the

system or its use, that could be exploited to create an intrusion.

An intrusion is a malicious, externally-induced fault resulting from a successful

attack.

2Non-malicious intentional faults are miscon gur ations introduced for reasons such as performance or usability.
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Performance Evaluation Process Algebra (PEPA)
Activity pre x is the most fundamental PEPA construct.

The process described as (a;rg):(b;ry):P engages in activity @, then does

activity b, and nally acts like process P.

Each activity (@;ra) has a duration that is exponentially distributed with mean
1=r,.

An activity rate can be any positive real number or the special value > that is

so fast that other activities always determine the rate.
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Performance Evaluation Process Algebra (PEPA)

Choice between processes P and Q is denoted (P + Q); the combined

process will either act like process P or process Q.

If process P is chosen this re ects the fact that the activities of process P

completed before process Q.
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Performance Evaluation Process Algebra (PEPA)
The rate of an activity can be used to simulate probabilistic choice.

suppose we want to simulate a probabilistic choice between processes P; and
P.

de ne an activity (@;r) and pre x it to both alternatives, with a modi ed rate
P(Q) r that re ects the probability p(Q)

Setting P(P1) = 1=3 and p(P,) = 2=3 as the probabilities we get
(a;r=3):P1+ (a;2r=3):P;

that acts like process P; one-third of the time and acts like process P>

two-thirds of the time.

We use this technique to model intruder and defender choices.
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Performance Evaluation Process Algebra (PEPA)
PEPA has a cooperation operator / for interprocess communication.

A cooperating process (P / Q) synchronizes on the activities in the
L
cooperation set L.

The activities in the cooperation set will occur together in processes P and Q,

with the duration of the slower activity.
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Part Il: Stochastic Faults versus Sponsored Faults
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Stochastic Faults

A stochastic fault is a fault whose occurrence or non-occurrence is predicted

by one or more random variables.

It is not possible to show the occurrence or non-occurrence of a stochastic fault

by a logical argument based on the design of a service.
We cannot apply fault prevention.

We can apply the laws of mathematical probability to predict its likelihood.
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Stochastic Faults

Stochastic faults model the behavior of naive intruders that do not understand

the design of the defensive mechanismes.

Stochastic faults model the behavior of a range of probable intruders operating

against low- to moderate-consequence systems.

Stochastic faults model physical damage though not necessarily all forms of

physical attack.
Multiple stochastic faults are usually statistically independent.
Dependencies can be described by threshold assumptions.

Stochastic intruders are characterized in terms of stationary mean time to
breach (MTTB).



Third International Workshop on Information Assurance John McDermott

Stochastic Faults

As Singh, Cukier, and Sanders state

We believe that probabilistic models for intrusion-tolerant systems
should, either explicitly or logically, include sub-models of the attacker, the
intrusion-tolerance mechanism being used, the application, and the

resource/privilege state of the system.

..we need the idea of sponsored faults.
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Sponsored Faults

A sponsored fault is caused by a human intruder using design to exploit

vulnerabilities in a system.

If the initial conditions and the design of a component are known then the
occurrence or non-occurrence of a particular sponsored fault can be shown by

logical argument.
That is, we can apply fault prevention.

Sponsored faults frequently comprise a set of vulnerabilities organized

according a design.
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Sponsored Faults
Stochastic faults are described in terms of MTTB and the type of breach

Sponsored faults are best described in terms of the kinds of intruders that

sponsor them.
Intruder work factor is part of a good metric.

Intruder work factor is determined by the attack potential of the intruder.
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Attack Potential

Attack potential is an intruder's potential for succeeding in a

speci ¢ kind of penetration attempt.
Initial Access

Initial Knowledge

Capabilities

Probable vs. Hard Intruders
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Hard Intruders

Schneider and Zhou

Fault-tolerance and attack-tolerance are ultimately tied to a set of
assumptions about the environment in which a system must function.
Weaker assumptions should be preferred, since then there is less risk that

they will be violated by natural events or an adversary's attacks.

A probable intruder represents a strong assumption about the

environment.
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Part Ill: Example Attack-Potential-Based Survivability Models
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I ntruder

def

(searching; h):Attad;

Attack %' (start_attack; k):(attadk; a):Attack + (start _attack; el):Intruder;

Server

Triage

Alarm

def

def

def

(attack;>):Triage;
(start_triage;rt):(recoverrq):Server
+ (dart_triage; at):(alarm; b):Alarm+ (start triage; ft):Fail;

(start_alarm;ra):(recoverro).Server+ (start_alarm; fa):Fail;

Fail ©" (sart_fail;rf):(recoser rs):Server+ (sart_fail; £):(fail: f):Fail:

I ntruder

Server

f attackg

Naive Intruder and Single Server
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Naive Intruder and Single Server
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I ntruderg e (searching; h):Attadko;

Attadkg e (start_attack; k):(attadko; a):Intruder; + (start_attack; el):Intruderp;

Intrudery def (searching; h):Attadky;

def
Attack; = (start_attack; k):(attadks; a):Intruder, + (start_attack; el):Intrudery;

I ntruder, def (searching; h):Attadk;

Attadko e (start_attack; k):(attadko; a):Attack, + (start_attack;el):Intrudery;

Sequential Intruder for Replicated Server
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Sequential Intruder for Replicated Server
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Server et (attadkg;>):Triagep + (attacky;>):Server + (attadky; > ):Serverp;

Triagey def (start_triage;rt):(recoverrq):Servery + (start_triage; at):(alarm; b):Alarmg + (start_triage; ft):Failo;

f :
Alarmg «© (start_alarm;ra):(recoverry):Serverp + (start_alarm; fa):Failo;

Failg e (start_fail;rf):(recoverrz):Servern+ (art_fail; ff):(fail; f):Servery;

Servery e (attackp; > ):Server, + (attadky;>):Triage; + (attadcky;>):Servery;

Triage; e (start_triage;rt):(recoverrq):Failg + (start_triage;at):(alarm;b):Alarmy + (start_triage; ft):Failq;

def : :
Alarm = (start_alarm;ra):(recover rp):Failg + (start_alarm; fa):Fail1;

Fail; ©' (start_fail:rf):(recoserrs):Server; + (start_fail; £):(fail: f):Server:

Server, = (attacko;>):Server, + (attacky; > ):Server, + (attadk; >):Triagez;

Triage, e (start_triage;rt):(recoverrq):Faily + (start_triage; at):(alarm;b):Alarm, + (start_triage; ft):Failo;

def : :
Alarmp = (start_alarm;ra):(recoverry):Fail,1 + (fart_alarm; fa):Fail;

Fail, ©' (start_fail:rf):(recoser rs):Serven + (start_fail; £f):(fail: f):Faily;

Replicated Server for Sequential Intruder
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Replicated Server for Sequential Intruder

Faily @
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Intrude rof aItad<0;attad<1;attad<29Se 'VElo

Combining Single Intruder with Replicated Server
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Intruder e (seaching; h):(searhing; h):(searching; h):Attack;

Attadck e (start_attack; k):(attadk; a):Attadk + (start attack; el):Intruder;

Replicated Intruder
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Server; et (attack;>):Triage;

def

Triage (start_triage;rt):(recoverrq):Server, + (start_triage; at):(alarm; b):Alarm; + (start_triage; ft):Fail;;

def :
Alarm, = (start_alarm;ra):(recover ro):Server, + (sart_alarm; fa):Fail;;

Fail; e (start_fail;rf):(recoverrz):Server; + (start_fail; ff):(fail; f):Fail;;

Server for Replicated Intruder

/
IntruderfamIckg (Serven / (Serven / Serven))

Combining the Intruder and Server
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Server Survivability
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Conclusions

Quantitative modeling of survivability for validation or measurement of

high-consequence systems should be based on detailed intruder models.
Intruders are best characterized by directly de ning their attack potential.

Be careful that you do not measure survivability based on the ignorance of the

intruder.



